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Abstract

The document primarily provides a brief overview of USSD in GSM domain along with its
technicalities involving its Network Architecture, Signaling, Message types and its
Applications. It also provides a small leg of USSD — NON Persistent messaging being
worked out in COMA and brief overview of the subscriber experiences and benefits. The
document also aims at developing USSD like solution in COMA domain and to seek help
from the CDMA community to come together and build such high revenue generating
solution in CDMA which will bring the COMA offerings on par with the GSM
counterparts.

The network traces for USSD as well as Network traces and Handset traces for Non
persistent messaging are attached in the appendix for easy reference.
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1. Introduction
1.1 USSD Overview

Unstructured Supplementary Service Data (USSD) A GSM communication technology
used to send messages between a mobile phone and an application server in the
network. It is very much similar to SMS, but USSD is session oriented as well as
interactive. It does not have store and forward concept. An USSD is a session-based
protocol unlike SMS or MMS, therefore the session needs to be allocated to each and
every interaction. Comparing with SMS, the USSD has a much faster response and real-
time feature. Due to its capability of interactive dialog, not only USSD is superior to SMS
in extending mobile services, but the service carrier can also tailor the USSD services to
satisfy local user requirements, with little modification to the original configuration
parameters. Below diagram helps us to understand that any request towards USSD and
its response and the series of request and response for that particular session has the
same session id until it is closed or timed out.

Handling of USSD — (Session Maintained at each element)

MS MSC/VLR HLRSTP
Applications
MMI Applicatyns Applicatins
USsSD USsSD USsSD USSD
Handler Handler Handler Handler
UssDC

Information is provided to describe how service providers who decide to use the power
of USSD to provide mobile users with menu-driven, interactive services such as mobile
account balance checking and top up, sports scores, and news and weather information
can do so via current technologies and signaling. Here A real-time “session” is initiated
between the mobile user and the USSD application platform when the service is
invoked, allowing data to be sent back and forth between the mobile user and the USSD
application platform until the USSD service is completed.
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1.2 Why USSD

1) Quick Session Based Interaction. Faster than conventional.

2) GSM standard implementation and supported in all GSM phones

3) No mobile changes needed to launch new services, and new services can be
integrated with no network downtime or additional mobile requirements

4) Operators can generate significant savings in network usage by migrating IVR
traffic such as balance inquiries and voice mail to USSD

5) Reduced Marketing Costs. The same subscriber interface will provide the
new features implemented by the operator, meaning less need to advertise
and reduced marketing costs.

6) User does not have to remember all the short codes. Just a master code can
give access to all the services.

7) USSD can offer numerous new customer self care applications and secure
VAS

8) Increases ARPU by offering interactive services to all the subscribers

9) The ability of services to work just as well and in exactly the same way when
users are roaming.

1.3 Typical USSD Call Flow.

Userinitiates
tran saction
over USSD

1. User presses "101#

2. User receives “menu”

With all the applications availbale :
W APPLICATION

3. Userreplies 2 to receive
call history" P 4

4. Confirmation SMS

Customer

1. User presses *101# for a USSD based application
2. User receives browser menu to with various options — bill balance, call history,
sports, music etc.
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3. User sends replies back with option “2” for call history
4. User gets his call history from the USSD Server.

1.4 Handset Feel

a. Mobile Initiated USSD (PSSR)

1. Bill Balance

+3538782223345

2. Call History
3. Sports
4. Music

5min @$1.10 2.
+919880216141
S5min@%$2.10-
1 for Main Menu
9 to Quit

Thank You for
Using My phone
Dialogue
Services

5. Self Care
Answer Cancel

Subscriber gets the call Subscriber presses 9

history
1. Subscriber initiate a USSD call - *101# (Application)
2. Subscriber receives menu from the USSD server asking for the inputs, to which
subscriber responds with option 2 — call history
3. Subscriber receives the call history with option of 1 for main menu and 9 to quit, to
which subscriber responds with option 9
4, Subscriber receives a thank you message for using the service.

Subscriber presses 2

Note: The time out for the menu varies from operator to operator depending on the
network bandwidth.
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b. Network Initiated USSD with response (USSR)

Help
l 1-Balance
== e 2-Tariffs
= | — 3-Modify
= —— 4-More help

Answer Back

The flow very much remains the same but the only difference here is that the call is
initiated by the network. The USSD application sends the message to the subscriber,
expecting the subscriber to respond on the same.

After the first response, the flow remains same as above.

c. Network Initiated single push — no response (USSN)

This remains a normal notification push to the handsets once the call is completed to
update the user of the remaining balance. Generally the feature is available at the IN

platform with in-built USSD gateway to send the notification once the call is complete or
if there is any change in balance due to any access channels.
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2. USSD in GSM

Telecom Network

SMPP/CIND/
PSSP S?”’e’ XML/HTTP

‘1‘ »

App licatio 2

—
‘ ettt

Application 3

Billing CAPIINAP/
Diameter/CDR

The USSD System in GSM generally lies as a mediator between Network (STP) and the
Application provider. The Network connectivity remains very much like SMSC over SS7
i.e. SIGTRAN or HSL. The application provider connects to the USSD server over IP by
means of HTTP or SMPP interface. The USSD transactions flow through the below
network elements and session is maintained at each level. The menu can be either held
at the USSD server or at the application level. The application system mainly works as a
content provider for various operator business services.

2.1 Types of USSD Modes
¢ Pull Mode - will handle Mobile Initiated USSD Requests — PSSR

e Push Mode - will handle network Initiated USSD Requests — USSR, USSN
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Note: Network Traces are available in the appendix for easy reference. The session
being maintained between USSD and HLR is available in the traces.

Below is the broad level Network Deployment architecture for the USSD
system.

Application

HTTP / SMPP
connectivity

SS7
(SIGTRAN)
connectivity

2.2 USSD Message Type

Process unstructured supplementary services Request (PSSR): First message
sent in case of Mobile Initiated (MI) USSD to initiate USSD session. The response
for this message from GW is USSR/USSN.

Process unstructured supplementary services Request ACK (PSSR ACK): This
message is the last message sent from GW to a specific PSSR to close the USSD
session.

Unstructured supplementary services request (USSR): This message is used to
send the menu to subscriber. In case of Network Initiated USSD, this is the first
message. Subscriber can reply to this message with appropriate option. (1/2/3)
Unstructured supplementary services request ACK (USSR ACK): This message
contains the subscriber’s response to the menu sent in USSR.

Unstructured supplementary services notify (USSN): This message is sent from
the GW to the subscriber. Subscriber cannot reply to this message. It’s a simple
Flash on the handset
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e Unstructured supplementary services notify ACK (USSN ACK):
Acknowledgement received once message in USSN flashes on subscriber’s
mobile.

3. USSD Signaling

3.1 Network initiated - Unstructured supplementary service data request (USSR -
Normal operation)

The network invokes an USSD request by sending a REGISTER message containing an
UnstructuredSS-Request invoke component to the MS.

The MS shall respond to the request by sending a FACILITY message containing the
user's mobile subscriber's response in a return result component. The network shall
pass the data received in the response to the application handling USSD operations and
shall wait for the response of the application. The application may either continue or
terminate the dialogue.

When the application continues the dialogue, it may initiate another USSD operation by
sending a FACILITY message. The operation may either be an USSD request or
notification.

When the application terminates the dialogue, the network shall clear the transaction
by sending a RELEASE COMPLETE message. The MS may also clear the transaction at any
time by sending a RELEASE COMPLETE message upon the request of the user.

If the MS is unable to process the request received from the network, it shall return an
error indication by sending a FACILITY message containing a return error component.
Error values are specified in 3GPP TS 24.080.

When the MS receives an USSD operation in parallel to any call independent
supplementary service transaction, it shall respond with a return error component in a
RELEASE COMPLETE message, containing the "USSD-Busy" error as specified in 3GPP TS
24.080, to indicate the failure in handling a parallel USSD operation. However, the
network is allowed to initiate USSD operations in parallel to call related transactions.

Tata Teleservices Ltd. END TO END USSD SYSTEM IN CDMA Page 13 of 55
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Single network initiated USSD request

MS Network
REGISTER

Facility (Invoke = UnstructuredSS-Request (ussd-DataCodingScheme, ussd-String))

FACILITY
>

Facility (Return result = UnstructuredSS-Request (ussd-DataCodingScheme, ussd-String))

FACILITY
________________________________________________ >
Facility (Return error (Error))
FACILITY
________________________________________________ >

Facility (Reject (Invoke_problem))

RELEASE COMPLETE

NOTE: The MS may clear the transaction at any time by sending a RELEASE COMPLETE upon request of the
user.
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Multiple network initiated USSD request

MS Network
REGISTER
<
Facility (Invoke = UnstructuredSS-Request (ussd-DataCodingScheme, ussd-String))
FACILITY
>
Facility (Return result = UnstructuredSS-Request (ussd-DataCodingScheme, ussd-String))
FACILITY
_______________________________________________ >
Facility (Return error (Error))
FACILITY
_______________________________________________ >
Facility (Reject (Invoke_problem))
FACILITY
<
Facility (Invoke = UnstructuredSS-Request (ussd-DataCodingScheme, ussd-String))
FACILITY
>
Facility (Return result = UnstructuredSS-Request (ussd-DataCodingScheme, ussd-String))
FACILITY
______________________________________________ >
Facility (Return error (Error))
FACILITY
______________________________________________ >
Facility (Reject (Invoke_problem))
RELEASE COMPLETE
<

NOTE 1: The MS may clear the transaction at any time by sending a RELEASE COMPLETE upon request of
the user.

NOTE 2: The second USSD operation may also be an USSD notification. The network may use the on-going
transaction for sending further USSD operations. Only one additional USSD request is shown.
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3.2 Network Initiated - Unstructured supplementary service data notification

The network invokes an USSD notification by sending a REGISTER message to the MS
containing an UnstructuredSS-Notify invoke component.

The MS shall acknowledge the operation by sending a FACILITY message containing an
empty result component to the network. The application may either continue or
terminate the dialogue.

When the application continues the dialogue, it may initiate another USSD operation by
sending a FACILITY message. The operation may either be an USSD request or
notification.

When the application terminates the dialogue, the network shall clear the transaction
by sending a RELEASE COMPLETE message. The MS may also clear the transaction at any
time by sending a RELEASE COMPLETE message upon request of the user.

If the MS is unable to process the request received from the network, it shall return an
error indication by sending a FACILITY message containing a return error component.
Error values are specified in 3GPP TS 24.080.

When the MS receives an USSD operation in parallel to any call independent
supplementary service transaction, it shall respond with a return error component in a
RELEASE COMPLETE message, containing the "USSD-Busy" error as specified in 3GPP TS
24.080, to indicate the failure in handling a parallel USSD operation. However, the
network is allowed to initiate USSD operations in parallel to call related transactions.
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Single network initiated USSD notification

MS Network
REGISTER
<
Facility (Invoke = UnstructuredSS-Notify (ussd-DataCodingScheme, ussd-String))
FACILITY
>

Facility (Return result)
FACILITY

Facility (Return error (Error))
FACILITY

Facility (Reject (Invoke_problem))

RELEASE COMPLETE

NOTE: The MS may clear the transaction at any time by sending a RELEASE COMPLETE
upon request of the

user
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Multiple network initiated USSD notification
MS Network

REGISTER

Facility (Invoke = UnstructuredSS-Notify (ussd-DataCodingScheme, ussd-String))

FACILITY

Facility (Return result)
FACILITY
Facility (Return error (Error))
FACILITY
Facility (Reject (Invoke_problem))

FACILITY

Facility (Invoke = UnstructuredSS-Notify (ussd-DataCodingScheme, ussd-String))

FACILITY

Facility (Return result)
FACILITY
Facility (Return error (Error))
FACILITY

Facility (Reject (Invoke_problem))

RELEASE COMPLETE
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Network Initiated Session

Mobile

Menu
Cricket
Football
Tennis
Exit

INPESE

VLR/MSC

USSN)

1/ (User selects OK for

our services

Thank You for using

Menu

1. Cricket
2. Football
3. Tennis
4. Exit

SRI_SM (MSISDN)

SRI_SM_Rsp (IMSL

VLR Number)

USSR{USSN
USSR Ack{USSN Ack
OA.DA & UD=1

USSN

Thank You for using
our services

User selects OK

Done

USSR Ack{USSN Ack

MAP|Close

* The application provider initiates a menu driven message / notification to the
mobile subscriber. The message is delivered by means of USSD server and
signaling network to the end user.

* The session is being maintained at each level i.e. at USSD, HLR, serving VLR

* Based on the message type, user exits responds or responds back with the
option in the menu.

* The message flows to and fro from USSD server to Mobile until the final content

or objective

Tata Teleservices Ltd.

is reached.
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3.3 Mobile initiated - Unstructured supplementary service data operations

The MS invokes an USSD request by sending a REGISTER message to the network
containing a ProcessUnstructuredSS-Request invoke component.

The receiving network entity shall pass the data received in the request to the
application handling USSD operations and shall wait for the response of the application.
The application may either terminate the dialogue or may request several times further
information in order to perform the requested operation.

When the application requests more information to process the request, the network
shall initiate an USSD request, using the on-going transaction. The MS shall return the
user's response in a FACILITY message containing a return result component. The
network shall pass the data received in the response to the application. If the MS is
unable to process the request received from the network, it shall return an error
indication by sending a FACILITY message containing a return error component.

When the application terminates the dialogue, the network shall clear the transaction
by sending a RELEASE COMPLETE message containing a return result component. The
MS may also clear the transaction at any time by sending a RELEASE COMPLETE message
upon request of the user.

If the network is unable to process the request received from the MS, it shall clear the
transaction by sending a RELEASE COMPLETE message containing a return error
component. Error values are specified in 3GPP TS 24.080.

The MS shall not initiate USSD operations in parallel to any call independent
supplementary service transaction. Only one transaction for USSD operations per user is
allowed at a time. However, the MS is allowed to initiate USSD operations in parallel to
call related transactions.
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Mobile initiated USSD operation (Network does not request further information)

MS Network
REGISTER
>

Facility (Invoke = ProcessUnstructuredSS-Request (ussd-DataCodingScheme, ussd-String))

RELEASE COMPLETE

Facility (Return result = ProcessUnstructuredSS-Request (ussd-DataCodingScheme, ussd-String))
RELEASE COMPLETE
Facility (Return error (Error))
RELEASE COMPLETE

Facility (Reject (Invoke_problem))

NOTE: The MS may clear the transaction at any time by sending a RELEASE COMPLETE
upon request of the user.
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Mobile initiated USSD operation (Network requests further information)

MS Network
REGISTER
>

Facility (Invoke = ProcessUnstructuredSS-Request (ussd -DataCodingScheme, ussd-String))

FACILITY

Facility (Invoke = UnstructuredSS-Request (ussd-DataCodingScheme, ussd-String))

FACILITY

Facility (Return result = UnstructuredSS-Request (ussd-DataCodingScheme, ussd-String))

FACILITY
_______________________________________________ >
Facility (Return error (Error))
FACILITY
_______________________________________________ >

Facility (Reject (Invoke_problem))

RELEASE COMPLETE
<
Facility (Return result = ProcessUnstructuredSS-Request (ussd-DataCodingScheme, ussd-String))

RELEASE COMPLETE
Facility (Return error (Error))
RELEASE COMPLETE

Facility (Reject (Invoke_problem))
NOTE 1: The MS may clear the transaction at any time by sending a RELEASE COMPLETE
upon request of the user.
NOTE 2: The network may request further information several times. Only one

information request is shown. The network initiated USSD operation may also be an
USSD notification. Only a network initiated USSD request is shown.
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Mobile Initiated Session — Network Flow

Mobile VLR/MSC HIR USSD GW

*123%

Y

PSSR
» PSSR
Menu USSR/USSN

1. Cricket

2. Football USSR/USSN < \

3. Tennis

4. Exit <
This

1/ (User selects OK for :eql,‘e.f;
USSN) ow Wi

repeat.

USSR Ack/USSN Ack

A 4

USSR Ack/USSN Ack

4
~—

PSSR Ack

PSSR Ack

A

Thank You for using the
Service

A

A

¢ The mobile station initiates a USSD transaction by dialing code *123#. Any USSD
transaction flows to the subscribers HOME HLR where the Code is mapped
against the USSD GT

* The HLR routes the USSD call to the correct USSD GT.

¢ The USSD Platform holds the menu or connects to the application to provide the
menu to push back to the subscriber.

* The session is being maintained at each level i.e. at USSD, HLR, serving VLR

¢ Based on the message type, user exits or responds back with the option in the
menu.

* The message flows to and fro from USSD server to Mobile until the final content
or objective is reached.
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4. USSD Applications

Services ideal with USSD as the bearer include mobile chat, m-commerce, prepaid
balance inquiry, mobile banking, call-related services and any other service that
requires interaction between the user and the application.

a. Menu Browsing
b. Alternative to IVR
= Balance Enquiry
= Card Validity
= Prepaid Recharge (from any visiting network also)
Callback Service
d. "Pull" based Services like informational services

o

= News
=  Weather
=  Movies

= Sports Update
» Currency Update
= Stock Market
» Telephone Directory
= Yellow Pages
e. “Push” Services
= Voting / Polling
= Flash Emergency Information
f. Customer care /service management
= Service Activation / Deactivation
e Voice Mail
« MMS
* Roaming
g. Reservations (Train / Movie)
h. Sponsored Menu Item / Advertisement
= Companies / Shops / Theaters can get listed on the Menu and promote
their services
i. Contests
j.  Tele-voting
k. Virtual Money Transaction
I. Debit Card
m. Interactive Interface to Corporate ERP

Tata Teleservices Ltd. END TO END USSD SYSTEM IN CDMA Page 24 of 55
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5. Methods of USSD Implementation in CDMA

The whole essence of USSD like service is pretty significant for CDMA operators today to
open a new revenue stream with interactive service in existence to the SMS and IVR
service. Turnaround response times for interactive applications are shorter for USSD
than SMS because of the session-based feature of USSD, and because it is NOT a store
and forward service. Users do not need to access any particular phone menu to access
services with USSD as they can enter the Unstructured Supplementary Services Data
(USSD) command direct from the initial mobile phone screen.

Primarily, the benefit of USSD is that it allows for very fast communication between the
user and an application. Most of the applications enabled by USSD are menu based and
include services such as mobile prepay and chat.

It is very important to have session being maintained at each level of network for USSD
network for signaling. Mobile handsets as well as network elements needs to maintain
session for a particular transaction. There are various ways available to implement USSD
like features in CDMA today. Due to non-availability of session based signaling in CDMA
network, NON persistent messaging (similar to USSN in GSM) can be achieved by means
of below mentioned methods.

5.1 Non Persistent Messaging

A Non Persistent SMS is a special SMS which opens up and flashes on the mobile
screen directly and thus does not occupy valuable inbox space until and unless the
subscriber selects to save it as a normal SMS. Unlike the regular SMS Text message,
this doesn't land into the inbox/memory of the Recipient's mobile phone but flashes
onto his/her mobile screen. Non persistent SMS is a handset depended feature
however, most of the handsets that are available in the CDMA space today are
compatible to this feature.

The Non persistent SMS in CDMA is very much similar to the USSN request in GSM
USSD and the end user experience is same in both the cases.

The system can be used today to update the balance of the user after every
successful call. The user experience remains pretty much like the GSM USSN service.

Tata Teleservices Ltd. END TO END USSD SYSTEM IN CDMA Page 25 of 55
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Network Deployment:

HTTP/ SMPP
connectivity

S§7
(SIGTRAN)
connectivity

The Flash SMS system connects very much the same way as USSD to the STP on SS7
and IN on SMPP or HTTP. The difference is that the CDMA system cannot maintain

session to make it an interactive service. It’s a one way service to update user on the
Balance notification or such similar applications.
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5.2 Benefits to CDMA Operators:

¢ This feature is provided in GSM using USSD technology which was not there in
CDMA network. After implementation of Flash SMS functionality the users will
come to know about their pre paid balance after every chargeable call hence
reducing the calls for balance query at customer care & IVR portals.

* This feature will bring parity in COMA operator offerings as compared to other
GSM operators.

* This feature will remind prepaid users about their low balance & hence resulting
in increase in pre-paid recharges

5.3 Benefits to customers:

* Prepaid customers will be well informed about their balance with the help of
Flash SMS and hence customer satisfaction.

* The Flash SMS will not go into the inbox and hence won’t block the SMS
capacity of user handset

* Prepaid users will not be required to call customer care of send SMS to know
their balance hence keeping them well informed without much effort
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6.

Next Steps

We hereby require CDMA Community’s help to develop end to end USSD system

and to help operators come up with a new revenue stream.

Development of separate message type in Signaling Channel parallel to SMS with

session maintenance with no overload on SMS.

The solution will require deep study at Handset Development to support this

solution.

The solution might require the network infrastructure vendors to create such

separate channel to accommodate USSD solution.

The Operators, Network &Handset providers and Professional bodies need to

join hands to standardize the solution.
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A) USSD GSM Network Traces

Network Traces

This resembles to one of our service *123# in the GSM - USSD system in TATA Docomo
Network. The traces are taken at USSD between USSD and HLR

Description for the packet
1. Packet 1— User sending USSD message to *123#
2. Packet 2 — USSD responding with a menu for the requested service
3. Packet 3 — User responding back with option 3
4. Packet 4 — USSD sending content for the requested string 3.

Traces
Packet 1 — User sending USSD message to *123#
No. Time Source Destination Protocol Info
10.000000 10215 13000 GSM MAP invoke processUnstructuredSS-Request

Frame 1 (224 bytes on wire, 224 bytes captured)
Arrival Time: Feb 1, 2010 13:58:52.766734000
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 224 bytes
Capture Length: 224 bytes
[Frame is marked: True]
[Protocols in frame: sll:ip:sctp:m3ua:sccp:tcap:gsm_map:gsm_map]
Linux cooked capture
Packet type: Unicast to us (0)
Link-layer address type: 1
Link-layer address length: 6
Source: Cisco_31:bf:00 (00:23:5e:31:bf:00)
Protocol: IP (0x0800)
Internet Protocol, Src: 10.118.135.153 (10.118.135.153), Dst: 10.124.142.132 (10.124.142.132)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)
.... ..0. = ECN-Capable Transport (ECT): 0
....... 0 =ECN-CE: 0
Total Length: 208
Identification: 0x1a44 (6724)
Flags: 0x04 (Don't Fragment)
0... = Reserved bit: Not set
.1.. = Don't fragment: Set
..0. = More fragments: Not set
Fragment offset: 0
Time to live: 254
Protocol: SCTP (0x84)
Header checksum: 0x3656 [correct]
[Good: True]
[Bad : False]
Source: 10.118.135.153 (10.118.135.153)
Destination: 10.124.142.132 (10.124.142.132)
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Stream Control Transmission Protocol, Src Port: 8000 (8000), Dst Port: 8000 (8000)
Source port: 8000
Destination port: 8000
Verification tag: 0x67a715bf
Checksum: Oxce27514a [correct CRC32C]
DATA chunk(ordered, complete segment, TSN: 216701, SID: 1, SSN: 60980, PPID: 3, payload length: 160 bytes)
Chunk type: DATA (0)
0... ... = Bit: Stop processing of the packet
.0.. .... = Bit: Do not report
Chunk flags: 0x03
....... 1 = E-Bit: Last segment
.... ..1. = B-Bit: First segment
<o .0.. = U-Bit: Ordered deliviery
Chunk length: 176
TSN: 216701
Stream ldentifier: 0x0001
Stream sequence number: 60980
Payload protocol identifier: M3UA (3)
MTP 3 User Adaptation Layer
Version: Release 1 (1)
Reserved: 0x00
Message class: Transfer messages (1)
Message type: Payload data (DATA) (1)
Message length: 160
Protocol data (SS7 message of 134 bytes)
Parameter Tag: Protocol data (528)
Parameter length: 150
OPC: 10215
DPC: 13000
SI: SCCP (3)
NI: 3
MP: 0
SLS: 0
MTP3 equivalents
OPC: 10215
DPC: 13000
PC: 10215
PC: 13000
NI: 3
Padding: 0000
Signalling Connection Control Part
Message Type: Unitdata (0x09)
.... 0001 = Class: 0x01
1000 .... = Message handling: Return message on error (0x08)
Pointer to first Mandatory Variable parameter: 3
Pointer to second Mandatory Variable parameter: 14
Pointer to third Mandatory Variable parameter: 25
Called Party address (11 bytes)
Address Indicator
.0.. .... = Routing Indicator: Route on GT (0x00)
..01 00.. = Global Title Indicator: Translation Type, Numbering Plan, Encoding Scheme, and Nature of Address Indicator
included (0x04)
«eee ..1. = SubSystem Number Indicator: SSN present (0x01)
....... 0 = Point Code Indicator: Point Code not present (0x00)
SubSystem Number: MSC (Mobile Switching Center) (8)
[Linked to TCAP, TCAP SSN linked to GSM_MAP]
Global Title 0x4 (9 bytes)
Translation Type: 0x00
0001 .... = Numbering Plan: ISDN/telephony (0x01)
.... 0010 = Encoding Scheme: BCD, even number of digits (0x02)
.000 0100 = Nature of Address Indicator: International number (0x04)
Address information (digits): 919029655002
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Country Code: 91 India length 2
Calling Party address (11 bytes)
Address Indicator
.0.. .... = Routing Indicator: Route on GT (0x00)
..01 00.. = Global Title Indicator: Translation Type, Numbering Plan, Encoding Scheme, and Nature of Address Indicator
included (0x04)
«ee. ..1. = SubSystem Number Indicator: SSN present (0x01)
....... 0 = Point Code Indicator: Point Code not present (0x00)
SubSystem Number: HLR (Home Location Register) (6)
[Linked to TCAP, TCAP SSN linked to GSM_MAP]
Global Title 0x4 (9 bytes)
Translation Type: 0x00
0001 .... = Numbering Plan: ISDN/telephony (0x01)
.... 0010 = Encoding Scheme: BCD, even number of digits (0x02)
.000 0100 = Nature of Address Indicator: International number (0x04)
Address information (digits): 919029955004
Country Code: 91 India length 2
Transaction Capabilities Application Part
begin
Source Transaction ID
Transaction Id: 00259536
oid: 0.0.17.773.1.1.1 (dialogue-as-id)
dialogueRequest
application-context-name: 0.4.0.0.1.0.19.2 (networkUnstructuredSsContext-v2)
useroid: 0.4.0.0.1.1.1.1 (map-DialogueAS)
externuserinfo: A01480099604059300408428F1810791190992590540
components: 1 item
Item: invoke (1)
invoke
invokelD: 1
opCode: localValue (0)
localValue: 59
CONSTRUCTOR
CONSTRUCTOR Tag
Tag: 0x00
Length: 19
Parameter (0x04)
Tag: 0x04
Length: 1
Data: OF
Parameter (0x04)
Tag: 0x04
Length: 5
Data: AA986C3602
Parameter (0x00)
Tag: 0x00
Length: 7
Data: 91190992781258
MAP-DialoguePDU: map-open (0)
map-open
destinationReference: 9604059300408428F1
1....... = Extension: No Extension
.001 .... = Nature of number: International Number (0x01)
.... 0110 = Number plan: Land Mobile Numbering (ITU-T Rec. E.212) (0x06)
Address digits: 405039000448821
Mobile Country Code (MCC): Unknown (405)
Mobile network code (MNC): 39
originationReference: 91190992590540
1....... = Extension: No Extension
.001 .... = Nature of number: International Number (0x01)
.... 0001 = Number plan: ISDN/Telephony Numbering (Rec ITU-T E.164) (0x01)
Address digits: 919029955004
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Country Code: 91 India length 2
GSM Mobile Application
Component: invoke (1)
invoke

invokelD: 1

opCode: localValue (0)
localValue: processUnstructuredSS-Request (59)

ussd-DataCodingScheme: OF
0000 .... = Coding Group: Coding Group 0(Language using the GSM 7 bit default alphabet) (0)
.... 1111 = Language: Language unspecified (15)

ussd-String: AA986C3602

USSD String: *123#

msisdn: 91190992781258
1. ... = Extension: No Extension
.001 .... = Nature of number: International Number (0x01)
.... 0001 = Number plan: ISDN/Telephony Numbering (Rec ITU-T E.164) (0x01)
Address digits: 919029872185
Country Code: 91 India length 2

Packet 2 — USSD responding with a menu for the requested service

No. Time Source Destination Protocol Info
20.151431 13000 10215 GSM MAP invoke unstructuredSS-Request

Frame 2 (240 bytes on wire, 240 bytes captured)
Arrival Time: Feb 1, 2010 13:58:52.918165000
[Time delta from previous captured frame: 0.151431000 seconds]
[Time delta from previous displayed frame: 0.151431000 seconds]
[Time since reference or first frame: 0.151431000 seconds]
Frame Number: 2
Frame Length: 240 bytes
Capture Length: 240 bytes
[Frame is marked: True]
[Protocols in frame: sll:ip:sctp:m3ua:sccp:tcap:gsm_map]
Linux cooked capture
Packet type: Sent by us (4)
Link-layer address type: 1
Link-layer address length: 6
Source: HewlettP_a7:9b:42 (00:23:7d:a7:9b:42)
Protocol: IP (0x0800)
Internet Protocol, Src: 10.124.142.132 (10.124.142.132), Dst: 10.118.135.29 (10.118.135.29)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)
.... ..0. = ECN-Capable Transport (ECT): 0
....... 0 =ECN-CE: 0
Total Length: 224
Identification: 0x0000 (0)
Flags: 0x04 (Don't Fragment)
0... = Reserved bit: Not set
.1.. = Don't fragment: Set
..0. = More fragments: Not set
Fragment offset: 0
Time to live: 64
Protocol: SCTP (0x84)
Header checksum: 0x0f07 [correct]
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[Good: True]
[Bad : False]
Source: 10.124.142.132 (10.124.142.132)
Destination: 10.118.135.29 (10.118.135.29)
Stream Control Transmission Protocol, Src Port: 8000 (8000), Dst Port: 8000 (8000)
Source port: 8000
Destination port: 8000
Verification tag: 0x00002ea9
Checksum: 0x7946d343 [correct CRC32C]
DATA chunk(ordered, complete segment, TSN: 957328658, SID: 1, SSN: 12640, PPID: 3, payload length: 176 bytes)
Chunk type: DATA (0)
0... ... = Bit: Stop processing of the packet
.0.. .... = Bit: Do not report
Chunk flags: 0x03
....... 1 = E-Bit: Last segment
.... ..1. = B-Bit: First segment
<o .0.. = U-Bit: Ordered deliviery
Chunk length: 192
TSN: 957328658
Stream ldentifier: 0x0001
Stream sequence number: 12640
Payload protocol identifier: M3UA (3)
MTP 3 User Adaptation Layer
Version: Release 1 (1)
Reserved: 0x00
Message class: Transfer messages (1)
Message type: Payload data (DATA) (1)
Message length: 176
Routing context (1 context)
Parameter Tag: Routing context (6)
Parameter length: 8
Routing context: 3
Protocol data (SS7 message of 141 bytes)
Parameter Tag: Protocol data (528)
Parameter length: 157
OPC: 13000
DPC: 10215
SI: SCCP (3)
NI: 3
MP: 0
SLS: 5
MTP3 equivalents
OPC: 13000
DPC: 10215
PC: 13000
PC: 10215
NI: 3
Padding: 000000
Signalling Connection Control Part
Message Type: Unitdata (0x09)
.... 0001 = Class: 0x01
0000 .... = Message handling: No special options (0x00)
Pointer to first Mandatory Variable parameter: 3
Pointer to second Mandatory Variable parameter: 14
Pointer to third Mandatory Variable parameter: 25
Called Party address (11 bytes)
Address Indicator
.0.. .... = Routing Indicator: Route on GT (0x00)
..01 00.. = Global Title Indicator: Translation Type, Numbering Plan, Encoding Scheme, and Nature of Address Indicator
included (0x04)
«eee ..1. = SubSystem Number Indicator: SSN present (0x01)
....... 0 = Point Code Indicator: Point Code not present (0x00)
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SubSystem Number: HLR (Home Location Register) (6)
[Linked to TCAP, TCAP SSN linked to GSM_MAP]
Global Title 0x4 (9 bytes)
Translation Type: 0x00
0001 .... = Numbering Plan: ISDN/telephony (0x01)
.... 0010 = Encoding Scheme: BCD, even number of digits (0x02)
.000 0100 = Nature of Address Indicator: International number (0x04)
Address information (digits): 919029955004
Country Code: 91 India length 2
Calling Party address (11 bytes)
Address Indicator
.0.. .... = Routing Indicator: Route on GT (0x00)
..01 00.. = Global Title Indicator: Translation Type, Numbering Plan, Encoding Scheme, and Nature of Address Indicator
included (0x04)
«eee ..1. = SubSystem Number Indicator: SSN present (0x01)
....... 0 = Point Code Indicator: Point Code not present (0x00)
SubSystem Number: HLR (Home Location Register) (6)
[Linked to TCAP, TCAP SSN linked to GSM_MAP]
Global Title 0x4 (9 bytes)
Translation Type: 0x00
0001 .... = Numbering Plan: ISDN/telephony (0x01)
.... 0010 = Encoding Scheme: BCD, even number of digits (0x02)
.000 0100 = Nature of Address Indicator: International number (0x04)
Address information (digits): 919032555002
Country Code: 91 India length 2
Transaction Capabilities Application Part
continue
Source Transaction ID
Transaction Id: D307B5
Destination Transaction ID
Transaction Id: 00259536
oid: 0.0.17.773.1.1.1 (dialogue-as-id)
dialogueResponse
application-context-name: 0.4.0.0.1.0.19.2 (networkUnstructuredSsContext-v2)
result: accepted (0)
result-source-diagnostic: dialogue-service-user (1)
dialogue-service-user: null (0)
components: 1 item
Item: invoke (1)
invoke
invokelD: 0
opCode: localValue (0)
localValue: 60
CONSTRUCTOR
CONSTRUCTOR Tag
Tag: 0x00
Length: 46
Parameter (0x04)
Tag: 0x04
Length: 1
Data: OF
Parameter (0x04)
Tag: 0x04
Length: 41
Data: 31D730CC6683DA6510BDEE2ECF153257D26D7ED3C36977BB...
GSM Mobile Application
Component: invoke (1)
invoke
invokelD: 0
opCode: localValue (0)
localValue: unstructuredSS-Request (60)
ussd-DataCodingScheme: OF
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0000 .... = Coding Group: Coding Group 0(Language using the GSM 7 bit default alphabet) (0)
.... 1111 = Language: Language unspecified (15)
ussd-String: 31D730CC6683DA6510BDEE2ECF153257D26D7ED3C36977BB...
USSD String: 1.Call me tunes
2.Infotainment
3.Customer care

Packet 3 — User responding back with option 3

No. Time Source Destination Protocol Info
314.816935 10215 13000 GSM MAP returnResultLast unstructuredSS-Request

Frame 3 (152 bytes on wire, 152 bytes captured)
Arrival Time: Feb 1, 2010 13:59:07.583669000
[Time delta from previous captured frame: 14.665504000 seconds]
[Time delta from previous displayed frame: 14.665504000 seconds]
[Time since reference or first frame: 14.816935000 seconds]
Frame Number: 3
Frame Length: 152 bytes
Capture Length: 152 bytes
[Frame is marked: True]
[Protocols in frame: sll:ip:sctp:m3ua:sccp:tcap:gsm_map]
Linux cooked capture
Packet type: Unicast to us (0)
Link-layer address type: 1
Link-layer address length: 6
Source: Cisco_31:bf:00 (00:23:5e:31:bf:00)
Protocol: IP (0x0800)
Internet Protocol, Src: 10.118.135.153 (10.118.135.153), Dst: 10.124.142.132 (10.124.142.132)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)
.... ..0. = ECN-Capable Transport (ECT): 0
....... 0 =ECN-CE: 0
Total Length: 136
Identification: 0x1a45 (6725)
Flags: 0x04 (Don't Fragment)
0... = Reserved bit: Not set
.1.. = Don't fragment: Set
..0. = More fragments: Not set
Fragment offset: 0
Time to live: 254
Protocol: SCTP (0x84)
Header checksum: 0x369d [correct]
[Good: True]
[Bad : False]
Source: 10.118.135.153 (10.118.135.153)
Destination: 10.124.142.132 (10.124.142.132)
Stream Control Transmission Protocol, Src Port: 8000 (8000), Dst Port: 8000 (8000)
Source port: 8000
Destination port: 8000
Verification tag: 0x67a715bf
Checksum: 0x80afe398 [correct CRC32C]
DATA chunk(ordered, complete segment, TSN: 216749, SID: 1, SSN: 61027, PPID: 3, payload length: 88 bytes)
Chunk type: DATA (0)
0... ... = Bit: Stop processing of the packet
.0.. .... = Bit: Do not report
Chunk flags: 0x03
....... 1 = E-Bit: Last segment
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.... ..1. = B-Bit: First segment
... .0.. = U-Bit: Ordered deliviery
Chunk length: 104
TSN: 216749
Stream ldentifier: 0x0001
Stream sequence number: 61027
Payload protocol identifier: M3UA (3)
MTP 3 User Adaptation Layer
Version: Release 1 (1)
Reserved: 0x00
Message class: Transfer messages (1)
Message type: Payload data (DATA) (1)
Message length: 88
Protocol data (SS7 message of 63 bytes)
Parameter Tag: Protocol data (528)
Parameter length: 79
OPC: 10215
DPC: 13000
SI: SCCP (3)
NI: 3
MP: 0
SLS: 0
MTP3 equivalents
OPC: 10215
DPC: 13000
PC: 10215
PC: 13000
NI: 3
Padding: 00
Signalling Connection Control Part
Message Type: Unitdata (0x09)
.... 0001 = Class: 0x01
1000 .... = Message handling: Return message on error (0x08)
Pointer to first Mandatory Variable parameter: 3
Pointer to second Mandatory Variable parameter: 14
Pointer to third Mandatory Variable parameter: 25
Called Party address (11 bytes)
Address Indicator
.1.. .... = Routing Indicator: Route on SSN (0x01)
..01 00.. = Global Title Indicator: Translation Type, Numbering Plan, Encoding Scheme, and Nature of Address Indicator
included (0x04)
«eee ..1. = SubSystem Number Indicator: SSN present (0x01)
....... 0 = Point Code Indicator: Point Code not present (0x00)
SubSystem Number: HLR (Home Location Register) (6)
[Linked to TCAP, TCAP SSN linked to GSM_MAP]
Global Title 0x4 (9 bytes)
Translation Type: 0x00
0001 .... = Numbering Plan: ISDN/telephony (0x01)
.... 0010 = Encoding Scheme: BCD, even number of digits (0x02)
.000 0100 = Nature of Address Indicator: International number (0x04)
Address information (digits): 919032555002
Country Code: 91 India length 2
Calling Party address (11 bytes)
Address Indicator
.0.. .... = Routing Indicator: Route on GT (0x00)
..01 00.. = Global Title Indicator: Translation Type, Numbering Plan, Encoding Scheme, and Nature of Address Indicator
included (0x04)
«eee ..1. = SubSystem Number Indicator: SSN present (0x01)
....... 0 = Point Code Indicator: Point Code not present (0x00)
SubSystem Number: HLR (Home Location Register) (6)
[Linked to TCAP, TCAP SSN linked to GSM_MAP]
Global Title 0x4 (9 bytes)
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Translation Type: 0x00
0001 .... = Numbering Plan: ISDN/telephony (0x01)
.... 0010 = Encoding Scheme: BCD, even number of digits (0x02)
.000 0100 = Nature of Address Indicator: International number (0x04)
Address information (digits): 919029955004
Country Code: 91 India length 2
Transaction Capabilities Application Part
continue
Source Transaction ID
Transaction Id: 00259536
Destination Transaction ID
Transaction Id: D307B5
components: 1 item
Item: returnResultLast (2)
returnResultLast
invokelD: 0
resultretres
opCode: localValue (0)
localValue: 60
CONSTRUCTOR
CONSTRUCTOR Tag
Tag: 0x00
Length: 6
Parameter (0x04)
Tag: 0x04
Length: 1
Data: OF
Parameter (0x04)
Tag: 0x04
Length: 1
Data: 33
GSM Mobile Application
Component: returnResultLast (2)
returnResultLast
invokelD: 0
resultretres
opCode: localValue (0)
localValue: unstructuredSS-Request (60)
ussd-DataCodingScheme: OF
0000 .... = Coding Group: Coding Group 0(Language using the GSM 7 bit default alphabet) (0)
.... 1111 = Language: Language unspecified (15)
ussd-String: 33
USSD String: 3

Packet 4 — USSD sending content for the requested string 3.

No. Time Source Destination Protocol Info
415.142973 13000 10215 GSM MAP returnResultLast processUnstructuredSS-Request

Frame 4 (252 bytes on wire, 252 bytes captured)
Arrival Time: Feb 1, 2010 13:59:07.909707000
[Time delta from previous captured frame: 0.326038000 seconds]
[Time delta from previous displayed frame: 0.326038000 seconds]
[Time since reference or first frame: 15.142973000 seconds]
Frame Number: 4
Frame Length: 252 bytes
Capture Length: 252 bytes
[Frame is marked: True]
[Protocols in frame: sll:ip:sctp:m3ua:sccp:tcap:gsm_map]
Linux cooked capture
Packet type: Sent by us (4)
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Link-layer address type: 1
Link-layer address length: 6
Source: HewlettP_a7:9b:42 (00:23:7d:a7:9b:42)
Protocol: IP (0x0800)
Internet Protocol, Src: 10.124.142.132 (10.124.142.132), Dst: 10.118.135.29 (10.118.135.29)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)
.... ..0. = ECN-Capable Transport (ECT): 0
....... 0 =ECN-CE: 0
Total Length: 236
Identification: 0x0000 (0)
Flags: 0x04 (Don't Fragment)
0... = Reserved bit: Not set
.1.. = Don't fragment: Set
..0. = More fragments: Not set
Fragment offset: 0
Time to live: 64
Protocol: SCTP (0x84)
Header checksum: 0x0efb [correct]
[Good: True]
[Bad : False]
Source: 10.124.142.132 (10.124.142.132)
Destination: 10.118.135.29 (10.118.135.29)
Stream Control Transmission Protocol, Src Port: 8000 (8000), Dst Port: 8000 (8000)
Source port: 8000
Destination port: 8000
Verification tag: 0x00002ea9
Checksum: 0xbd0e1625 [correct CRC32C]

DATA chunk(ordered, complete segment, TSN: 957328705, SID: 1, SSN: 12687, PPID: 3, payload length: 188 bytes)

Chunk type: DATA (0)
0... ... = Bit: Stop processing of the packet
.0.. .... = Bit: Do not report
Chunk flags: 0x03
1 = E-Bit: Last segment
= B-Bit: First segment
... .0.. = U-Bit: Ordered deliviery
Chunk length: 204
TSN: 957328705
Stream Identifier: 0x0001
Stream sequence number: 12687
Payload protocol identifier: M3UA (3)
MTP 3 User Adaptation Layer
Version: Release 1 (1)
Reserved: 0x00
Message class: Transfer messages (1)
Message type: Payload data (DATA) (1)
Message length: 188
Routing context (1 context)
Parameter Tag: Routing context (6)
Parameter length: 8
Routing context: 3
Protocol data (SS7 message of 153 bytes)
Parameter Tag: Protocol data (528)
Parameter length: 169
OPC: 13000
DPC: 10215
SI: SCCP (3)
NI: 3
MP: 0
SLS: 5
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MTP3 equivalents
OPC: 13000
DPC: 10215
PC: 13000
PC: 10215
NI: 3
Padding: 000000
Signalling Connection Control Part
Message Type: Unitdata (0x09)
.... 0001 = Class: 0x01
0000 .... = Message handling: No special options (0x00)
Pointer to first Mandatory Variable parameter: 3
Pointer to second Mandatory Variable parameter: 14
Pointer to third Mandatory Variable parameter: 25
Called Party address (11 bytes)
Address Indicator
.0.. .... = Routing Indicator: Route on GT (0x00)
..01 00.. = Global Title Indicator: Translation Type, Numbering Plan, Encoding Scheme, and Nature of Address Indicator
included (0x04)
«eee ..1. = SubSystem Number Indicator: SSN present (0x01)
....... 0 = Point Code Indicator: Point Code not present (0x00)
SubSystem Number: HLR (Home Location Register) (6)
[Linked to TCAP, TCAP SSN linked to GSM_MAP]
Global Title 0x4 (9 bytes)
Translation Type: 0x00
0001 .... = Numbering Plan: ISDN/telephony (0x01)
.... 0010 = Encoding Scheme: BCD, even number of digits (0x02)
.000 0100 = Nature of Address Indicator: International number (0x04)
Address information (digits): 919029955004
Country Code: 91 India length 2
Calling Party address (11 bytes)
Address Indicator
.0.. .... = Routing Indicator: Route on GT (0x00)
..01 00.. = Global Title Indicator: Translation Type, Numbering Plan, Encoding Scheme, and Nature of Address Indicator
included (0x04)
«eee ..1. = SubSystem Number Indicator: SSN present (0x01)
....... 0 = Point Code Indicator: Point Code not present (0x00)
SubSystem Number: HLR (Home Location Register) (6)
[Linked to TCAP, TCAP SSN linked to GSM_MAP]
Global Title 0x4 (9 bytes)
Translation Type: 0x00
0001 .... = Numbering Plan: ISDN/telephony (0x01)
.... 0010 = Encoding Scheme: BCD, even number of digits (0x02)
.000 0100 = Nature of Address Indicator: International number (0x04)
Address information (digits): 919032555002
Country Code: 91 India length 2
Transaction Capabilities Application Part
end
Destination Transaction ID
Transaction Id: 00259536
components: 1 item
Item: returnResultLast (2)
returnResultLast
invokelD: 1
resultretres
opCode: localValue (0)
localValue: 59
CONSTRUCTOR
CONSTRUCTOR Tag
Tag: 0x00
Length: 101
Parameter (0x04)
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Tag: 0x04
Length: 1
Data: OF
Parameter (0x04)
Tag: 0x04
Length: 96
Data: C474980D52C562B111C8FC9683C46176D83D2E83DEGEDO7C...

GSM Mobile Application
Component: returnResultLast (2)
returnResultLast

care.

invokelD: 1
resultretres
opCode: localValue (0)
localValue: processUnstructuredSS-Request (59)
ussd-DataCodingScheme: OF
0000 .... = Coding Group: Coding Group 0(Language using the GSM 7 bit default alphabet) (0)
.... 1111 = Language: Language unspecified (15)
ussd-String: C474980D52C562B111C8FC9683C46176D83D2E83DEGEDO7C...

USSD String: Dial *111# for balance on screen.Dial 12525 to check balance, validity & recharge.Dial 121 for customer

B) Non Persistent SMS — Network Traces and Handset Traces.
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Network Traces:
Below is the detailed level SIGTAN trace between the SMSC and the network to capture

the exact values being populated by the SMSC towards the network.

No. Time Source Destination Protocol Info
21472 39.324337 938 5226 IS-637-A SMS Delivery Point to Point Invoke

Frame 21472 (322 bytes on wire, 322 bytes captured)
Arrival Time: Jun 24, 2010 13:02:28.079740000
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 39.324337000 seconds]
[Time since reference or first frame: 39.324337000 seconds]
Frame Number: 21472
Frame Length: 322 bytes
Capture Length: 322 bytes
[Frame is marked: False]
[Protocols in frame: eth:ip:sctp:m3ua:sccp:tcap:ansi_tcap:ansi_map:ansi_637_tele]
Ethernet Il, Src: HewlettP_88:d9:55 (00:1e:0b:88:d9:55), Dst: Cisco_02:61:41 (00:22:56:02:61:41)
Destination: Cisco_02:61:41 (00:22:56:02:61:41)
Address: Cisco_02:61:41 (00:22:56:02:61:41)
....... 0....ceee eeue oo = 1G bit: Individual address (unicast)
oo .00 e eees vev oo = LG bit: Globally unique address (factory default)
Source: HewlettP_88:d9:55 (00:1e:0b:88:d9:55)
Address: HewlettP_88:d9:55 (00:1e:0b:88:d9:55)
....... 0....ceee eeue ... = 1G bit: Individual address (unicast)
oo .00 e eees vev oo = LG bit: Globally unique address (factory default)
Type: IP (0x0800)
Internet Protocol, Src: 10.158.16.1 (10.158.16.1), Dst: 10.118.128.12 (10.118.128.12)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)
......0. = ECN-Capable Transport (ECT): 0
....... 0=ECN-CE: 0
Total Length: 308
Identification: Oxd23d (53821)
Flags: 0x00
0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
..0. = More fragments: Not set
Fragment offset: 0
Time to live: 64
Protocol: SCTP (0x84)
Header checksum: 0x01e8 [correct]
[Good: True]
[Bad : False]
Source: 10.158.16.1 (10.158.16.1)
Destination: 10.118.128.12 (10.118.128.12)
Stream Control Transmission Protocol, Src Port: m3ua (2905), Dst Port: 8000 (8000)
Source port: 2905
Destination port: 8000
Verification tag: 0x0000591d
Checksum: 0xb055d565 [correct CRC32C]
DATA chunk(unordered, complete segment, TSN: 584854731, SID: 1, SSN: 0, PPID: 3, payload length: 260 bytes)
Chunk type: DATA (0)
0....... = Bit: Stop processing of the packet
.0.. .... = Bit: Do not report
Chunk flags: 0x07
.....1 = E-Bit: Last segment
....1. = B-Bit: First segment
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... .1.. = U-Bit: Unordered delivery
Chunk length: 276
TSN: 584854731
Stream Identifier: 0x0001
Stream sequence number: 0
Payload protocol identifier: M3UA (3)
MTP 3 User Adaptation Layer
Version: Release 1 (1)
Reserved: 0x00
Message class: Transfer messages (1)
Message type: Payload data (DATA) (1)
Message length: 260
Routing context (1 context)
Parameter Tag: Routing context (6)
Parameter length: 8
Routing context: 0
Protocol data (SS7 message of 226 bytes)
Parameter Tag: Protocol data (528)
Parameter length: 242
OPC: 938
DPC: 5226
SI: SCCP (3)
NI: 2
MP: 0
SLS: 163
MTP3 equivalents
OPC: 938
DPC: 5226
PC: 938
PC: 5226
NI: 2
Padding: 0000
Signalling Connection Control Part
Message Type: Unitdata (0x09)
.... 0000 = Class: 0x00
1000 .... = Message handling: Return message on error (0x08)
Pointer to first Mandatory Variable parameter: 3
Pointer to second Mandatory Variable parameter: 5
Pointer to third Mandatory Variable parameter: 9
Called Party address (2 bytes)
Address Indicator
.1...... = Routing Indicator: Route on SSN (0x01)
..00 00.. = Global Title Indicator: No Global Title (0x00)
.... ..1. = SubSystem Number Indicator: SSN present (0x01)
....... 0 = Point Code Indicator: Point Code not present (0x00)
SubSystem Number: MSC (Mobile Switching Center) (8)
[Linked to TCAP, TCAP SSN linked to GSM_MAP]
Calling Party address (4 bytes)
Address Indicator
.1...... = Routing Indicator: Route on SSN (0x01)
..00 00.. = Global Title Indicator: No Global Title (0x00)
.... ..1. = SubSystem Number Indicator: SSN present (0x01)
....... 1 = Point Code Indicator: Point Code present (0x01)
..00 0011 1010 1010 = PC: 938
SubSystem Number: ISDN supplementary services (ITU only) (11)
ANSI Transaction Capabilities Application Part
queryWithPerm
identifier: 1569ED23
componentPortion: 1 item
Item: invokeLast (9)
invokelast
componentIDs: 8E
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operationCode: private (17)
private: 2357 SMS Delivery Point to Point
parameter: F281BB9F69818B0003100000017013F5483520A0933A2498...
ANSI Mobile Application Part
sMSDeliveryPointToPoint
sms-BearerData: 0003100000017013F5483520A0933A249873E6BA99879F44...
sms-Teleserviceldentifier: 1002
electronicSerialNumber: E012730C
mobileldentificationNumber - 0858091565
BCD digits: 0858091565
sms-NotificationIndicator: Do not notify when available (2)
sms-OriginalDestinationAddress
Type of Digits: Not Used (0)
...00... =Reserved: 0
..00 .... = Screening indication: User provided, not screened (0)
.. 0... = Reserved: False
.....0.. = Numer available indication: Number is available
......0. = Presentation Indication: Presentation Allowed
....... 0 = Nature of Number: National
0010 .... = Numbering Plan: Telephony Numbering (ITU-T Rec. E.164,E.163) (2)
.... 0001 = Encoding: BCD (1)
Number of Digits: 10
sms-OriginalOriginatingAddress
Type of Digits: Calling Party Number (2)
...00... =Reserved: 0
..00 .... = Screening indication: User provided, not screened (0)
.. 0... = Reserved: False
.= Numer available indication: Number is available
. = Presentation Indication: Presentation Allowed
....... 1 = Nature of Number: International
0010 .... = Numbering Plan: Telephony Numbering (ITU-T Rec. E.164,E.163) (2)
.... 0001 = Encoding: BCD (1)
Number of Digits: 5
ANSI IS-637-A (SMS) Teleservice Layer - CDMA Cellular Messaging Teleservice (4098)
Message ldentifier
Teleservice Subparam ID: Message Identifier (0)
Length: 3
(0100 )/ TR = Message Type: Deliver (mobile-terminated only) (1)
.... 0000 0000 0000 0000 .... = Message ID: 0
0000 = Reserved: 0

User Data
Teleservice Subparam ID: User Data (1)
Length: 112
0001 0... : Encoding: 7-bit ASCII
... .011 : Number of fields (MSB): 126
1111 0... : Number of fields (LSB)
.....101: Most significant bits of first field
Encoded user data: TATA INDICOM:Last Call Cost is Rs 0.64.Your Core balance is Rs 17.00 expiring on 31/05/2022. Thank you for
using Tata Indicom.
....... 0: Reserved
Message Center Time Stamp
Teleservice Subparam ID: Message Center Time Stamp (3)
Length: 6
Year 10, Month 06, Day 24
Hour 13, Minutes 02, Seconds 27
Priority Indicator
Teleservice Subparam ID: Priority Indicator (8)
Length: 1
00.. ....: Normal
..00 0000 : Reserved
Call-Back Number
Teleservice Subparam ID: Call-Back Number (14)
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Length: 4
0....... : Digit mode: 4-bit DTMF
.000 0010 : Number of fields (MBS): (5)
1.......: Number of fields (LSB)
Number: 12527
.....000 : Reserved
Message Display Mode
Teleservice Subparam ID: Message Display Mode (15)
Length: 1
00.. .... : Immediate Display: The mobile station is to display the received message as soon as possible.
..00 0000 : Reserved

Handset Traces:

2008 May 20  07:06:09.470 [02] 0x1004 Access Channel Message -- Page Response
Msg
protocol rev = 6 (0x6) (IS2000 Rev 0)
chan_type = 2 (0x2) (Access)
chan
ac_msg
gen_ac
pd = 1 (0x1)
msg_type = 5 (0x5) (Page Response)
hdr
ack seq = 0 (0x0)
msg_seq = 1 (0x1)
ack req = 1 (0x1)
valid _ack = 1 (0x1)
ack _type = 2 (0x2)
msid type = 3 (0x3)
msid
type3
esn = 3558728726 (0xd41de4l6)
imsi
imsi _class = 0 (0x0)
i_class
zZero
imsi _class_0_type = 0 (0x0)
type
zZero
imsi_ s[HI]
imsi_ s[LO]

0 (0x0)
859660817 (0x333d6211) (162-356-

8630)
page _resp
auth
auth_incl = 1 (0x1)

authr = 211092 (0x33894)

randc = 103 (0x67)

count = 0 (0x0)
pilot_rpt

fix

active pilot strength = 12 (0xc)
first is _active = 1 (0x1)
first is pta = 0 (0x0)
num_add_pilots = 0 (0x0)
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mob_term = 1 (0x1)

slot cycle index = 2 (0x2) (period 64, offset 55 slots, key
333d6211)

mob p rev = 6 (0x6)

scm = 58 (0x3a)

request mode = 1 (0x1)

service option = 6 (0x6) (Short Message Services IS-637)

pm = 0 (0x0)

nar_an _cap = 0 (0x0)

encryption_supported = 0 (0x0)

num_alt so = 0 (0x0)

uzid_incl = 0 (0x0)

ch ind = 1 (0x1)

otd_supported = 0 (0x0)

gpch_supported = 1 (0x1)

enhanced_rc = 1 (0x1)
for_rc_pref = 3 (0x3)
rev_rc_pref = 3 (0x3)
fch_supported = 1 (0x1)

fch fields
fch_frame size = 0 (0x0)
for_fch len = 2 (0x2)
for_fch rc_map = 62 (0x3e)
rev_fch_len = 2 (0x2)
rev_fch rc_map = 60 (0x3c)
dcch_supported = 1 (0x1)
dcch_fields
dcch_frame size = 1 (0x1)
for_dcch_len = 2 (0x2)
for_dcch_rc_map = 14 (0Oxe)
rev_dcch_len = 2 (0x2)
rev_dcch _rc_map = 12 (0xc)
rev_fch gating req = 1 (0x1)

2008 May 20  07:06:12.589 [29] 0x1008 Forward Channel Traffic Message  -- Service
Connect Msg
protocol rev = 6 (0x6) (IS2000 Rev 0)
chan _type = 3 (0x3) (Forward Traffic)
chan
ftc_msg
gen
msg_type = 20 (0x1l4) (Service Connect)
sSrv_con
hdr
ack seq = 7 (0x7)
msg_seq = 1 (0x1)
ack req = 1 (0x1)
encryption = 0 (0x0)
use_time = 0 (0x0)
action_time = 0 (0x0)
serv_con_seq = 0 (0x0)
cfg
for mux option
rev_mux_option

1 (0x1)
1 (0x1)
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for rates = 240 (0xf0)
rev_rates = 240 (0x£f0)
num _con_rec = 1 (0x1)
con[0]

con_ref =1 (0x1)

service option = 6 (0x6) (Short Message Services IS-637)

for traffic = 1 (0x1)

rev_traffic = 1 (0x1)

ui_encrypt mode = 0 (0x0)

sr_id = 6 (0x6)

rlp_info incl = 0 (0x0)
fch _cc_incl =1 (0x1)
fch_frame size = 0 (0x0)
for_fch rc = 3 (0x3)
rev_fch rc = 3 (0x3)
dcch _cc_incl = 0 (0x0)
for_sch cc_incl = 0 (0x0)
rev_sch cc_incl = 0 (0x0)

non_neg_cfg

fpc_incl = 1 (0x1)
fpc_pri chan = 0 (0x0)
fpc_mode = 0 (0x0)
fpc_olpc_fch incl = 1 (0x1)
fpc_fch fer = 2 (0x2)
fpc_fch min setpt = 24 (0x18)
fpc_fch max_setpt 64 (0x40)
fpc_olpc_dcch incl = 0 (0x0)
gating rate_incl = 1 (0x1)
pilot _gating rate = 0 (0x0)
lpm _ind = 0 (0x0)

2008 May 20  07:06:12.597 [29] 0x1005 Reverse Channel Traffic Message
Connect Complete Msg

protocol rev = 6 (0x6) (IS2000 Rev 0)

chan _type = 4 (0x4) (Reverse Traffic)

chan
rtc_msg
gen
msg_type = 14 (0xe) (Service Connect Completion)
Srv_cmp
hdr
ack seq = 1 (0x1)
msg_seq = 0 (0x0)
ack req = 1 (0x1)
encryption = 0 (0x0)
serv_con_seq = 0 (0x0)
2008 May 20  07:06:12.729 [2B] 0x1008 Forward Channel Traffic Message

Request Msg
protocol rev = 6 (0x6) (IS2000 Rev 0)
chan _type = 3 (0x3) (Forward Traffic)
chan

ftc_msg
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gen
msg_type
tc_streq
hdr
ack se
msg_se
ack re
encryp
qual_inf
band_cla
op_mode
num_fiel
record_t
record_t
record_t

2008 May 20 07
Response Msg
protocol rev =
chan_type = 4
chan
rtc_msg
gen
msg_type
tc_strsp
hdr
ack se
msg_se
ack re
encryp
qual_inf
band = 0
op_mode
num_recs
recs[0]
hdr

= 16 (0x10) (Status Request)
qg =0 (0x0)

qg =2 (0x2)

g =1 (0x1)

tion = 0 (0x0)

o _type = 2 (0x2)
ss = 0 (0x0)

=1 (0x1)

ds = 3 (0x3)
ype[0] = 17 (0x11)
ype[l] = 28 (0xlc)
ype[2] = 27 (0x1lb)

:06:12.877 [2C] 0x1005 Reverse Channel Traffic Message

6 (0x6) (IS2000 Rev 0)
(0x4) (Reverse Traffic)

= 16 (0x10) (Status Response)
qg =2 (0x2)
g =1 (0x1)
qg =0 (0x0)
tion = 0 (0x0)
o _type = 2 (0x2)

(0x0)
=1 (0x1)

= 3 (0x3)

record_type = 17 (0x11)

so
fix

num_so = 25 (0x19)

var|

forward_support = 1
reverse_support = 1 (0x1)
service option = 54

var|

0]
(0x1)

1]

forward support = 1 (0x1)

reverse_support

1 (0x1)

-- Status

(0x36) (CDMA2000 Markov C.S0025)

service option = 32770 (0x8002) (RS1 Markov [obsolete])

var|

forward support

2]

1 (0x1)

reverse_support = 1 (0x1)
service option = 32796 (0x80lc) (RS2 Markov [obsolete])

var|

3]

forward support = 1 (0x1)
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reverse_support 1 (0x1)

service option = 32798 (0x80le) (RS1 Markov)
var[4]

forward support 1 (0x1)

reverse_support = 1 (0x1)

service option = 32799 (0x801f) (RS2 Markov)
var[5]

forward support = 1 (0x1)

reverse_support = 1 (0x1)

service option = 55 (0x37) (CDMA2000 Loopback C.S0013-A:

BS->MS->BS)

var[6]

forward support 1 (0x1)

reverse_support = 1 (0x1)

service option = 2 (0x2) (8K Loopback IS-126: BS->MS->BS)
var[7]

forward support = 1 (0x1)

reverse_support = 1 (0x1)

service option = 9 (0x9) (13K Loopback IS-126: BS->MS->BS)
var[8]

forward support = 1 (0x1)

reverse_support 1 (0x1)

service option = 6 (0x6) (Short Message Services IS-637)
var[9]

forward support = 1 (0x1)

reverse_support 1 (0x1)

service option = 14 (0xe) (RS2 Short Message Services TSB-

79)
var[1l0]
forward support = 1 (0x1)
reverse_support (0x1)
service option = 18 (0x12) (RS1 Over The Air Param Admin,
OTAPA IS-683A)
var[1ll]
forward support = 1 (0x1)
reverse_support = 1 (0x1)
service option = 19 (0x13) (RS2 Over The Air Param Admin,
OTAPA IS-683A)
var[1l2]
forward support 1 (0x1)
reverse_support = 1 (0x1)
service option = 3 (0x3) (EVRC 8K Voice)
var[1l3]
forward support = 1 (0x1)
reverse_support = 1 (0x1)
service option = 68 (0x44) (4GV Narrowband Voice)
var[1l4]
forward support = 1 (0x1)
reverse_support (0x1)
service option = 32776 (0x8008) (Simple TDSO)
var[1l5]
forward support 1 (0x1)
reverse_support = 1 (0x1)
service option = 32 (0x20) (Full TDSO)
var[1l6]

I
[

I
[
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forward support =

reverse_support
service option
var[1l7]

forward support =

reverse_support
service_ option
var[1l8]

forward support =

reverse_support
service option
var[1l9]

forward support =

reverse_support
service_ option
var[20]

forward support =

reverse_support
service option
var[21]

forward support =

reverse_support
service option
IS-707)
var[22]

forward support =

reverse_support
service option
var[23]

forward support =

reverse_support
service option
var[24]
forward support
reverse_support
service_ option
recs[1]
hdr
record_type
mult opt_info
num_mo_for_fch
mo_for_ fch recs[0
mo_for_fch =1
for rates_fch
mo_for_fch recs][1
mo_for_fch 2
for rates_ fch =
num_mo_rev_fch =
mo_rev_fch recs[0
mo_rev_fch =1
rev_rates_fch
mo_rev_fch recs[1
mo_rev_fch 2
rev_rates_ fch =
num_mo_for_dcch

28

Tata Teleservices Ltd.

1 (0x1)
=1 (0x1)
= 33 (0x21)

1 (0x1)
=1 (0x1)
= 25 (0x19)

1 (0x1)
=1 (0x1)
= 22 (0x16)
1 (0x1)
=1 (0x1)
= 15 (0xf)
1 (0x1)
=1 (0x1)

1 (0x1)
1 (0x1)

1 (0x1)
=1 (0x1)
= 12 (0xc)
1 (0x1)
=1 (0x1)

=1 (0x1)
=1 (0x1)
= 13 (0xd)
(0x1c)

2 (0x2)

]

(0x1)

240 (0xf0)
]

(0x2)

240 (0xf0)
2 (0x2)

]

(0x1)

240 (0xf0)
]

(0x2)

240 (0xf0)
2 (0x2)

(CDMA2000 PPP Packet Data)

(RS2 MDR PPP Pkt Data IS-707A)

(RS1 MDR PPP Pkt Data IS-707A)

(RS2

4103 (0x1007)

4100 (0x1004)

(13K

4101 (0x1005)

(RS2
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mo_for_dcch[0] 1 (0x1)
mo_for_dcch[1] 2 (0x2)
num mo_rev_dcch = 2 (0x2)
mo_rev_dcch[0] 1 (0x1)
mo_rev_dcch[1] 2 (0x2)
num mo_for_sch = 4 (0x4)
mo_for_sch _recs[0]

for sch id = 0 (0x0)

mo_for_sch = 2337 (0x921)
mo_for_sch recs[1]

for sch id = 0 (0x0)

mo_for_sch = 2081 (0x821)
mo_for_sch _recs[2]

for sch id = 0 (0x0)

mo_for_sch = 2322 (0x912)
mo_for_sch _recs[3]

for sch id = 0 (0x0)

mo_for_sch = 2082 (0x822)
num mo_rev_sch = 4 (0x4)
mo_rev_sch recs[0]

rev_sch _id = 0 (0x0)

mo_rev_sch = 2337 (0x921)
mo_rev_sch recs[1]

rev_sch _id = 0 (0x0)

mo_rev_sch 2081 (0x821)
mo_rev_sch recs[2]

rev_sch _id = 0 (0x0)

mo_rev_sch = 2322 (0x912)
mo_rev_sch _recs[3]

rev_sch _id = 0 (0x0)

mo_rev_sch = 2082 (0x822)

recs[2]
hdr
record_type = 27 (0xlb)
chan _cfg capa_info

otd_supported = 0 (0x0)
fch_supported = 1 (0x1)
fch fields

fch_frame size = 0 (0x0)

for_fch len = 2 (0x2)

for_fch rc_map = 62 (0x3e)

rev_fch_len = 2 (0x2)

rev_fch rc_map = 60 (0x3c)
dcch_supported = 1 (0x1)
dcch_fields

dcch_ frame size = 1 (0x1)

for_dcch_len = 2 (0x2)

for_dcch_rc_map = 14 (0Oxe)

rev_dcch_len = 2 (0x2)

rev_dcch rc_map = 12 (0xc)
for sch supported = 1 (0x1)
for sch fields

for_sch _len = 2 (0x2)

for_sch_rc _map = 14 (0xe)

for_sch num = 1 (0x1)
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for sch recs[0]
for turbo supported = 1 (0x1)
for max turbo_block_size = 4 (0x4)
for conv_supported = 1 (0x1)
for max conv_block size = 4 (0x4)
rev_sch_supported = 1 (0x1)
rev_sch_fields
rev_sch_len = 2 (0x2)
rev_sch rc_map = 12 (0xc)
rev_sch_num = 1 (0x1)
rev_sch recs[0]
rev_turbo_ supported = 1 (0x1)
rev_max_turbo block _size = 4 (0x4)
rev_conv_supported = 1 (0x1)
rev_max_conv_block size = 4 (0x4)

2008 May 20  07:06:13.129 [30] 0x1008 Forward Channel Traffic Messag e -- Data
Burst Msg
protocol rev = 6 (0x6) (IS2000 Rev 0)
chan _type = 3 (0x3) (Forward Traffic)
chan
ftc_msg
gen
msg_type = 4 (0x4) (Data Burst)
ftc_burst
hdr
ack seq 1 (0x1)
msg_seq = 4 (0x4)
ack req 1 (0x1)
encryption = 0 (0x0)
msg_number = 1 (0x1)
burst _type = 3 (0x3)
num _msgs = 1 (0x1)
burst data
sms_msg
sms_msg_type = 0 (0x0) (SMS Point-to-Point)
num_parms = 4 (0x4)
sms_parms[0]
Sms_pp_parms
parameter id = 0 (0x0) (Teleservice Identifier)
teleservice_id
telesvc_id = 4098 (0x1002) (CDMA Cellular Messaging

Teleservice)
sms_parms|[1]
Sms_pp_parms
parameter id = 2 (0x2) (Originating Address)

addr

digit mode = 0 (0x0)

number _mode = 0 (0x0)

num_fields = 11 (0xb)

sms_digit[0] = 0 (0x0) (0x0 -- invalid digit)
sms_digit[1l] = 9 (0x9) (9)

sms_digit[2] = 2 (0x2) (2)

sms_digit[3] = 4 (0x4) (4)
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sms_digit[4] = 6 (0x6) (6)
sms_digit[5] = 3 (0x3) (3)
sms_digit[6] = 0 (0x0) (0x0 -- invalid digit)
sms_digit[7] = 8 (0x8) (8)
sms_digit[8] = 0 (0x0) (0x0 -- invalid digit)
sms_digit[9] = 2 (0x2) (2)

sms_digit[10] = 8 (0x8) (8)
sms_parms[2]
Sms_pp_parms
parameter id = 6 (0x6) (Bearer Reply Option)
bearer reply
reply seq = 50 (0x32)
sms_parms|[3]
Sms_pp_parms
parameter id = 8 (0x8) (Bearer Data)
bearer data
header ind
num_subparms
bd[0]
subparameter_id = 0 (0x0) (Message Identifier)
message_identifier
message_type = 1 (0xl) (Deliver)
message_id = 0 (0x0)
bd[1]
subparameter_id = 1 (0xl) (User Data)
user_data
msg_encoding = 2 (0x2) (7-bit ASCII - 7 bits)
num_fields = 34 (0x22)
sm_tp user data_ascii 7

0x0)

0 (
= 6 (0x6)

user_data_7_bit[0] = 116 (0x74) ('t')
user_data_7_bit[1] = 104 (0x68) ('h')
user_data_7_bit[2] = 105 (0x69) ('i')
user_data_7_bit[3] = 115 (0x73) ('s')
user_data_7_bit[4] = 32 (0x20) (' ')
user_data_7_bit[5] = 105 (0x69) ('i')
user_data_7_bit[6] = 115 (0x73) ('s')
user_data_7_bit[7] = 32 (0x20) (' ')
user_data_7_bit[8] = 97 (0x61) ('a')
user_data_7_bit[9] = 32 (0x20) (' ')
user_data_7_bit[10] = 116 (0x74) ('t')
user_data_7_bit[11] = 101 (0x65) ('e')
user_data_7_bit[12] = 115 (0x73) ('s')
user_data_7_bit[13] = 116 (0x74) ('t')
user_data_7_bit[14] = 32 (0x20) (' ')
user_data_7_bit[15] = 102 (0x66) ('f'

(
108 (0x6c) ('
97 (0x61) ('a')
115 (0x73) ('s')
104 (0x68) ('h')
32 (0x20) (' ')

user_data_7_bit[16]
user_data_7_bit[17]
user_data_7_bit[18]
user_data_7_bit[19]
user_data_7_bit[20]

user_data_7_bit[21] = 115 (0x73) ('s')
user_data_7_bit[22] = 109 (0x6d) ('m')
user_data_7_bit[23] = 115 (0x73) ('s')

user_data_7_bit[24] 32 (0x20) ¢ )
user_data_7_bit[25] = 102 (0x66) ('f')
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Delivery)

Mode)

Display)

2008 May 20
Burst Msg
protocol rev
chan_type
chan
rtc_msg
gen
msg_type
rtc_burst
hdr

6
4 (0

ack _seq =

msg_seq
ack req
encrypti
msg_number
burst_ type
num_msgs
burst data
sms_msg
sms_ms

Tata Teleservices Ltd.

07:06:13.158 [30]

user_data_7_bit[26] = 114 (0x72) ('r')
user_data_7_bit[27] = 111 (0x6f) ('o')
user_data_7_bit[28] = 109 (0x6d) ('m')
user_data_7_bit[29] = 32 (0x20) (' ')
user_data_7_bit[30] = 116 (0x74) ('t')

user_data_7_bit[31]
user_data_7_bit[32]
user_data_7_bit[33]

97 (0x61) ('a')
116 (0x74) ('t')
97 (0x61) ('a')

bd[2]
subparameter_id 3 (0x3)
message ctr_ time stamp

(Message Center Time Stamp)

year = 8 (0x8) (illegal hex digits 0x08)
month = 5 (0x5) (illegal hex digits 0x05)
day = 32 (0x20) (illegal hex digits 0x20)
hours = 18 (0x12) (12)
minutes = 53 (0x35) (35)
seconds = 83 (0x53) (53)
bd[3]
subparameter_id = 8 (0x8) (Priority Indicator)
priority_ ind
priority = 0 (0x0) (Normal)
bd[4]
subparameter_id = 12 (0xc) (Alert on Message

alert on msg delivery
alert priority 0 (0x0)
bd[5]
subparameter_id = 15 (0xf) (Message Display

(Use Mobile default alert)

message_display_mode
msg_display mode 0 (0x0) (Immediate

0x1005 Reverse Channel Traffic Message -- Data

(0x6) (IS2000 Rev 0)
x4) (Reverse Traffic)
4 (0x4) (Data Burst)
4 (0x4)
= 2 (0x2)
=1 (0x1)
on = 0 (0x0)
=1 (0x1)
= 3 (0x3)
1 (0x1)
g_type = 2 (0x2) (SMS Acknowledge)
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num_parms = 2 (0x
sms_parms[0]
sms_ack parms
parameter id
addr
digit_mode
number_ mode
num_fields
sms_digit[0
sms_digit[1l
sms_digit[2
sms_digit[3
sms_digit[4
sms_digit[5
sms_digit[6
sms_digit[7
sms_digit[8
sms_digit[9
sms_digit[1l
sms_parms|[1]
sms_ack parms
parameter id
cause_codes
reply seq =
error_class

2)

= 4 (0x4) (Destination Address)

= 0 (0x0)

= 0 (0x0)

= 11 (0xb)

] = (0x0)
] = (0x9)
] (0x2)
] (0x4)
] (0x6)
] (0x3)
] (0x0)
] (0x8)
] (0x0)
] = (0x2)
0] = 8 (0x8)

I
NOOWO WO &NWVWO

= 7 (0x7) (Cause

50 (0x32)
= 0 (0x0)

(0x0
(9)
(2)
(4)
(6)
(3)
(0x0
(8)
(0x0
(2)
(8)
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